Vechain NFT Marketplace Platform Cookie Policy

Last Updated: Sep 20th, 2024.

This Vechain NFT Marketplace Platform cookies policy (the “Cookie Policy”) is effective
from and after the date shown above, and describes how VeChain Foundation San Marino s.r.1
(also “Data Controller”, “Vechain”, “we”, “us”, or “our”) uses cookies and similar
technologies to recognize you (“you” or “your”) when you visit the our website that links to
this Cookie Policy, or otherwise use our Market Place Platform (“Vechain NFT Marketplace
Platform”) offering (collectively the “Service”). More information about information we

collect and our privacy practices can be found in our Privacy Policy.
ABOUT COOKIES

What are cookies?

A cookie is a small file containing a string of characters that is sent to your computers, tablets,
mobile phones and other devices, storing certain information. Cookies can be used to store
unique identifiers, user preferences, make navigation easier, personalize your experience using
Vechain NFT Marketplace Platform, and a tell us information about how Vechain NFT
Marketplace Platform is being used including which parts of our sites are visited most to help
us evaluate the effectiveness of advertising, and allowing us to improve our communications
and products.

What is the duration of cookies?

We may use “session cookies” or “persistent cookies.” Session cookies are temporary and
expire once you close your browser or once your session ends. Persistent cookies remain on
your device for much longer or until you or your browser erase them. Persistent cookies have
varying durations that are dependent on their expiration date. For more information about the
specific duration of cookies used, please see Addendum 1 entitled “Active Cookie Collection
List” below.

What are the main types of cookies

. Necessary Cookies. These cookies enable core functionality such as security,
network management, and accessibility. You may disable these by changing your
browser settings, but this may affect how the website functions.

. Preferences Cookies. These cookies are used to remember information that
customizes how a website/platform looks or behaves for each user and allow to
remember the choices you have made. This may include storing yours preferred
language, region, currency, or color theme.

. Statistics Cookies. These cookies collect information about how you use a
website/platform, such as which pages you most often visit, the time you spend on
them, which links you click on, and any issues encountered. These cookies help
understand how visitors interact with a website/platform. All information collected
is generally aggregated and do not identify you.

. Marketing Cookies. These cookies track your online activity to help deliver
advertisements that are relevant to you and your interests and measure the



https://legal.marketplace.vechain.org/privacypolicy

effectiveness of the advertising campaigns. They also limit how many times you
see a certain advertisement. The information collected through these cookies may
be shared with others, such as advertisers.

What type of cookies do we use and for what purpose?

When you use the Service, we only use the following cookies:

e Necessary Cookies. These cookies are necessary for you to use Vechain NFT
Marketplace Platform and its features, such as accessing secure areas of Vechain
NFT Marketplace Platform. Without these cookies, certain aspects of Vechain NFT
Marketplace Platform may not be available to you. More information about the
necessary cookies we collect can be found in Addendum 1 entitled “Active Cookie
Collection List: Necessary Cookies” below.

THIRD-PARTY TECHNOLOGIES

We use a number of third-party providers to help us to run our services effectively to provide
content and different types of analytic, statistical, and marketing services. These technology
providers use and control cookies or make other calls and requests to Vechain NFT Marketplace
Platform, which may be used for their own purposes, including for the purposes of tracking
your browsing behavior across multiple websites.

YOUR RIGHTS, CHOICES AND COOKIE MANAGEMENT

Depending on where you are accessing the Service from (for example, in the UK and Europe
Economic Area), we will ask for your prior consent for the use of cookies and other tracking
technologies that are not necessary cookies.

Most browsers accept cookies by default. By changing your browser settings or the cookie
banner preferences, you can instruct your browser to decline or delete cookies. If you use
multiple browsers on your device, you will need to instruct each browser separately. Your
ability to limit cookies in this way may be subject to your browser settings and limitations.

Please note that the preferences expressed through the browser will take effect only from your
first connection after the change of preferences.

Firefox: click here to go to Firefox browser to configure cookies
Safari: click here to go to Safari browser to configure cookies
Chrome: click here to go to Chrome browser to configure cookies
Opera: click here to go to Opera browser to configure cookies
Edge: click here to go to Edge browser to configure cookies

CONTACT US
Please contact us at maasprivacypolicy@vechain.org if you have any questions or concerns
about this Cookie Policy.



https://support.mozilla.org/it/kb/protezione-antitracciamento-avanzata-firefox-desktop?redirectslug=Attivare+e+disattivare+i+cookie&redirectlocale=it
https://support.apple.com/en-us/105082
https://support.google.com/chrome/answer/95647?hl=en
https://help.opera.com/en/latest/web-preferences/#cookies
https://support.microsoft.com/en-us/windows/delete-and-manage-cookies-168dab11-0753-043d-7c16-ede5947fc64d#ie=ie-11
mailto:maasprivacypolicy@vechain.org

ADDENDUM 1

ACTIVE COOKIE AND THIRD-PARTY TECHNOLOGY COLLECTION LIST

Necessary Cookies

Cookie Name

Provider

Purpose

Expiry

AWSALBCOR
S

Amazon

Required by VeChainThor to facilitate
communication with the blockchain.

Session [/ 1
week

AWSALB

Amazon

Required by VeChainThor to facilitate
communication with the blockchain.

Session / 4
Days

maas-jwt

Vechain

Required for secure authentication and
personalized experience.

Session / 1
Day

maas-wallet

Vechain

Required for secure authentication and
personalized experience when logging
in with wallet.

Session / 1
day

maas-role

Vechain

Required for secure authentication and
restricting access to certain parts of the
application.

Session [/ 1
day

refreshToken

Vechain

Required for seamless session
management and secure token
renewal.

Session [/ 1
day

maas-email

Vechain

Required for secure authentication and
personalized experience when logging
in with email.

Session / 1
day

_GRECAPTCHA

recaptcha.net

Required for website security against
bots.

Session / 6
Months

_dd s

Vechain

Required to check standard website
performance. All data is anonymized.

Session / 30
Minutes




randomSeed

Vechain

Supports shuffled sort functionality

Session /1 hr

Preference Cookies

Cookie Name Provider Purpose Expiry
NONE
Statistic Cookies
Cookie Name | Provider Purpose Expiry
NONE
Marketing Cookies
Cookie Name Provider Purpose Expiry
NONE
Third-Party Technologies
Name Provider Cookie Name | Privacy Policy Link
Transak Transak N/A https://transak.com/privacy-policy
Web3Auth Web3Auth N/A https://web3auth.io/docs/legal/cookie-
policy



https://transak.com/privacy-policy
https://web3auth.io/docs/legal/cookie-policy
https://web3auth.io/docs/legal/cookie-policy
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